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Introduction 

This paper uses the concept of social netwar to examine some current developments in 

industrial conflict. The paper briefly introduces the concept of information warfare and 

provides a context for the discussion of industrial conflict and social netwar by highlighting 

some recent changes in industrial relations, particularly at a transnational level. This 

discussion is organised around three themes, echoing Arquilla and Ronfeldt's (1998a, 1998b) 

framework and applying concepts of social netwar to organisational and tactical aspects of 

industrial conflict and to the terrain (physical and virtual) in which these conflicts are played 

out. The discussion frames the presentation of four examples of industrial campaigns 

conducted by the International Federation of Chemical, Energy, Mine and General Workers' 

Unions (ICEM) and some of its affiliated trade unions. While the unifying theme of these 

examples is the use of the Internet to support the campaigns, the presentation extends to 

include organisational and the non-virtual tactics used. A concluding discussion reflects both 

on the value of the concepts of information warfare and social netwar in consideration of 

industrial conflict and on how such concepts can inform trade union organisation. 

Information Warfare 

The concept of information warfare, along with related ideas such as information operations, 

netwar and cyberwar, has gained prominence in US strategic and military circles since the 

early 1990s. The term 'Information warfare' is used in two broad ways. Defined in 

technological terms, information warfare particularly emphasises vulnerabilities in digital 

infrastructures to disruption by physical or digital attack (e.g. Boulanger, 1998; Cobb, 1999) 

and the growing 'information intensity' of battlefield operation (e.g. Libicki, 1998). The term 

is also used more broadly to analyse emerging types of conflict in an information society 

through, for example, the use of information in the management of public and adversary 

perceptions, and the role of information in the organisational aspects of conflict particularly in 

the nature and organisation of threats from sub- and non-state actors (Rathmell, 1998; Arquila 
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& Ronfeldt, 1998a, 1998b). Many of the concepts associated with information warfare are 

also now being used in the analysis of conflict in economic, social and personal, as well as 

military, spheres (Kovacich, 1997; Cronin & Crawford, 1999a;). In corporate settings, for 

example, use can be found in discussions of competitor intelligence (Cronin & Crawford, 

1999b; McCrohan, 1998) and computer security (Boulanger, 1998; Jajodia et al 1999).  

An important feature of information warfare for this paper is that of resource asymmetry - the 

ability to inflict substantial damage on a conventionally better equipped adversary 

(Schwartau, 2000). In general, military conflict has historically been waged by broadly 

similarly organised and equipped adversaries. Notwithstanding widespread guerrilla 

campaigns during the 20
th
 Century, the doctrine of deterrence based on largely equivalent, and 

massive, military capability was a military orthodoxy during the Cold War. Information 

warfare removes some of the constraints of symmetry, allowing small and relatively ill-

equipped groups to confront apparently more powerful conventionally organised and 

equipped adversaries. The ideal-type of such asymmetric confrontation is perhaps the lone 

hacker taking advantage of the Internet to infiltrate high-security information systems to 

cause economic or other damage. A consequence of this asymmetry is the growing 

significance of non-state actors such as terrorist, criminal or non-governmental organisations 

as threats to nation states either militarily or economically (Arquilla & Ronfeldt, 1998a; 

Cronin & Crawford 1998a; Rathmell, 1998; Schwartau, 2000). Other general features or 

aspects of information warfare include low-intensity operations, targeting of soft assets, zero 

warning, increasingly vulnerability as technological sophistication increases, initiative resting 

with the attacker, the ability of the attacker to vary the frequency and intensity of the attack 

and the ease with which allies may be mobilised (Cronin & Crawford, 1998a).  

Arquilla and Ronfeldt (1998a, 1998b) have elaborated an analytic framework for the study of 

information warfare. While they approach the topic primarily from a military and strategic 

studies perspective, they claim a wider applicability for their framework, in particular 

emphasising its usefulness in analysing the growing importance of non-state actors such as 

terrorist groups, criminal networks and, of particular interest here, non-governmental 

organisations. This framework comprises three levels of analysis -  organisational, strategic 

and doctrinal. The analysis of these three levels is underpinned by a general conceptual 

approach which distinguishes two views of information: an information processing view 

which concentrates on the organisation, storage and transmission of particular pieces of 

information; and a 'structural' view of information which addresses meaning and values, and 

the ways in which information is embedded and embodied in organisations, artefacts and 

people (Arquilla and Ronfeldt 1998a). These structural and processing views are presented as 
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complementary, rather than rival, ways of looking at information and provide a way of 

integrating technological and organisational emphasises in discussions of information 

warfare. 

In looking at conflict beyond the purely military, Arquilla and Ronfeldt distinguish several 

types of information warfare: the term 'cyberwar' is used to refer to military conflict, and 

'netwar' is used to describe non-military and societal conflict. 'Social netwar' is distinguished 

from other social conflicts including 'ethno-nationalist', 'terrorist', and 'criminal' netwar. and is 

characterised by: 

"militant activists operating in, and as, [segmented, polymorphic, 

ideologically integrated networks] or issue networks. Social netwars tend 

to be anti-establishment, but any particular one may be progressive or 

reactionary, left- or right-wing, mass or sectarian, public or covert, 

threatening or promising for a society - it all depends. Whatever the case, 

networks of activist NGOs challenge a government (or rival NGOs) in a 

public issue area, and the "war" is mainly over "information" - who knows 

what, when, where and why. Social netwar aims to affect what an 

opponent knows, or thinks it knows, not only about a challenger but also 

about itself and the world around it." Arquilla & Ronfeldt, 1999 p.202 

Importantly, this view of social netwar emphasises organisational and doctrinal dimensions of 

conflict, rather than simply the immediate role  of ICTs (Ronfeldt, 1999). 

The changing nature of industrial conflict  

Contemporaneously with the emergence of a global 'information', 'network' or 'knowledge' 

economy, the influence of trade unions has waned in most parts of the world. Changes in 

work organisation, changes in the composition of the labour market, widespread anti-union 

legislation, technological change and increasingly intense global competition have all 

contributed to this diminution of power (Olney, 1996). These developments are forcing 

reconsideration of the way trade unions see and organise themselves (Hyman, 1996; Munck, 

1999).  

Three aspects of these developments are of particular relevance here. Firstly, the growing 

power of multinational corporations and increasing integration of global economic activity 

has raised the profile of international dimensions of organising labour (e.g. Ramsay, 1997; 

Waterman, 1998; Wills, 1998; Thorpe, 1999). In the European Union, legislation to establish 

European Works Councils in larger companies working in several member states, has 
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established a potential focal point for transnational union co-operation (Turner, 1996; 

Ramsay, 1997; Wills, 1998). More widely, unions have been attempting (and in some cases 

succeeding) to engage employers in negotiation at a global level (Thorpe, 1999).  

Secondly, along with most types of organisation, trade unions have been making increasing 

use of ICTs, and the Internet in particular. The Internet is used in the full the range of trade 

union activities including organisation, recruitment, research, education and campaigning. 

(LTC, 1994; ETUE-net, 1996; Lee, 1997; Shostak, 1999). Despite this, however, trade unions 

have been rather less quick to adapt their organisation and tactics to exploit ICTs than other 

'new' social movements (Castells, 1997). 

Thirdly, the use of the strike as a tactic in industrial conflict has been falling in most parts of 

the world for the last two decades (ILO, 1999). Strikes are not the only tactic used by trade 

unions in industrial disputes, but they have been the archetypal. tactic over much of the last 

century and one whose use has diminished substantially across almost all industrialised 

countries (Leisink et al, 1996).  

The growing significance of transnational organising, the increasing use of ICTs and 

exploration of new tactics in industrial disputes forms the background to the following 

discussion of information warfare and industrial disputes. 

Information warfare and industrial conflict 

The following discussion is based on Arquilla and Ronfeldt's (1998a; 1998b) framework to 

examine trade union strategies in industrial disputes. It is organised around the organisational 

and tactical characteristics of information warfare highlighted in this framework, and the roles 

of ICTs as both terrain and weapon/target in industrial conflict. Theoretical issues are 

identified before a discussion of their relevance both to social movements in general and then 

to trade union organisation in particular. 

Organisation 

Many effective commercial, terrorist, criminal and social organisations to some extent now 

display network features, at least in part reliant on the ability to exploit current and emerging 

ICTs (Castells, 1996; Rathmell, 1998). Arquilla & Ronfeldt (1998a) argue further, that 

networks are the characteristic organisational form of information warfare and that civil 

society actors such as NGOs have been particularly adept at using networked organisation to 

enable more flexible and responsive behaviour. Decentralised networks, exploiting (both old 

and new) communications technologies, allow small and widely scattered actors to 
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collaborate as required, mobilising their distinctive resources jointly to pursue shared 

objectives. Arquilla & Ronfeldt (1998a) particularly emphasise the importance of 'all-channel' 

networks, where all actors are connected to all others (a form of network particularly enabled 

by contemporary ICTs) and which, they assert, are particularly effective in conflict situations 

providing both speed and redundancy of communications. 

This development of networked organisation is also evident among multinational 

corporations. Many have sought to gain competitive advantage through strategic alliances 

including supplier and producer networks, technology development networks and standards 

coalitions (Castells, 1996). Similarly, 'new' social movements of recent decades, including  

environmental, women's, human rights and development movements,  have achieved success 

at least in part through their adoption of networked organisational forms that allow very 

diverse groups to come together in collective action where values and concerns coincide (e.g. 

Sikkink, 1993; Castells, 1997; Schultz, 1998; Moghadam, 2000). Such non-hierarchical 

networks pose particular difficulties for hierarchically organised adversaries, by obscuring 

obvious leadership and frequently comprising redundant actors and communications 

channels.  

The development of such networks has been echoed in discussion of international labour 

organising (e.g. Lee, 1997; ICEM, 1996; Waterman, 1998, 1999; Mazur, 2000). Historically, 

international trade union organisation has tended to be both hierarchic and bureaucratic. 

International union structures have acted as vehicles for communications among senior trade 

union officers, apparently remote from the concerns of many trade unionists. Globalisation of 

economic activity, alongside the falling cost and increased availability of both ICTs and 

international travel, have opened up the possibility for new (and potentially competing) 

channels of communication among trade unionists. A number of possible outcomes of these 

developments have been identified. For example, the existing global sectoral trade union 

federations (known collectively as the International Trade Secretariats, ITS), can establish 

more decentralised regional structures, and develop networks of trade union officers and 

representatives in industrial sectors and transnational corporations. The development of trade 

union networks in particular multinational corporations has been discussed in the contexts 

both of EU legislation covering the establishment of European Works Councils (Turner, 

1996; Ramsay, 1997; Wills, 1998) and globally (ICEM, 1996; Thorpe, 1999). These 

developments reduce the distance between the international organisation and the workplace 

organisation (ICEM, 1996; 1999). Alternatively, it has become straightforward for staff in 

national unions to communicate with peers internationally independently of existing 

international structures, potentially rendering them redundant (MacShane, 1992). On 
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occasion, international networks of trade union members and activists may use the Internet to 

circumvent both national and international organisations altogether. One of the more widely 

reported examples of transnational labour networking during the 1990s, that of the lockout of 

Liverpool dockworkers, demonstrated how such networks can also allow trade union 

members to communicate directly with peers around the world to build solidarity and avoid 

obstacles of reluctant national and international organisations (Lavalette & Kennedy, 1996).  

Each of these potential network configurations alters the relationship between local, national, 

regional, global and sectoral levels of organisation. However, they are all still primarily 

concerned with networks within trade union and labour organisations. Elsewhere, the 

emphasis has been on developing networks which link trade unions and organised labour 

more generally, with other social movements (Moody, 1997; Waterman, 1998). Labour 

oriented NGOs have developed networks which bring trade unions together with social 

groups including women's' organisations and others (Martinez Lucio & Weston, 1995; Kidder 

& McGinn, 1995) across traditional national and sectoral organisational boundaries.  

While the emergence of these networks is not primarily a technological development, the  

growth of ICTs has played an important enabling role (MacShane, 1992; Dropkin, 1996; 

ICEM, 1996; Waterman, 1998; Lee, 1997).  The growing use of ICTs in transnational labour 

networking is further evidenced by frequent passing references to email and the Internet in the 

literature of transnational labour organising (e.g. Carr, 1999; Frundt, 1996; Marshall, 1997). 

Transnational networked organisation is not, however, straightforward: the availability of a 

technological infrastructure and the skills to use it may be a necessary prerequisite of global 

network organisation (and establishing the prerequisites globally itself remains a formidable 

obstacle), but it is not sufficient. Networks are likely to need to adapt, for example to the 

particular culture and organisation of individual corporations (Spooner, 1998), while 

organisational, linguistic and cultural difficulties are likely further to continue to provide 

substantial obstacles to the development of online transnational networks, for example among 

trade union educators (Walker & Creanor, 2000; Walker, 2000). By the mid-1990s, effective 

transnational information networks remained largely theoretical (Ramsay, 1997). Neither can 

the development of networks always be seen as positive. In some cases emerging networks 

may pose threats to effective transnational organisation, for example where local labour and 

management form networks to compete for resources with other plants in a multinational 

company (Martinez Lucio & Weston, 1995). Going further, we may also speculate that 

decentralised networks, with a tendency to focus on the local may undermine the role of 

unions as aggregators of employee interests, making it harder to develop solidarity around 

more global issues. 



socialnetwarandindustrialconflict-imrip-1.doc 

___________________________________________________________________________________ 

7 

Transnational networks comprised solely of labour activists may face fundamental problems. 

Apart from 'elite' actors who operate at transnational levels, most trade unionists remain 

located in diverse national contexts. Collective action among these nationally-situated actors 

requires the development of trust, reciprocity and a shared 'cultural learning'. The 

circumstances in which these can develop may prove to be very limited (Tarrow, 2000). 

Arquilla & Ronfeldt suggest (1998a) it is not necessarily the case that networked organisation 

is the only possible mode of organisation in information-intensive conflict, but that mastery of 

its techniques are essential. The combination of hierarchical and decentralised organisation 

ultimately may prove to be effective in transnational labour organising: campaigns in support 

of Guatemalan coffee workers benefitted on the one hand from the rapid transfer of 

information, decision making and grassroots involvement of workers and other social groups,  

and on the other hand with the ability to mobilise people and to provide financial and 

infrastructure resources possible from the more traditionally accountable IUF1 (Kidder & 

McGinn, 1995). Similar relationships between centralised hierarchies and decentralised 

networks can be seen in the apparently decentralised networks of 'new' social movements. For 

example human rights, issue-based networks may include decentralised organisations linked 

to local social movements typically concerned with struggling to establish or defend their own 

human rights, alongside organisations, such as international governmental organisations and 

private foundations concerned with the defence of others' rights (Sikkink, 1993; Sharpe, 

2000). The environmental movement similarly includes organisations such as Greenpeace 

which has a highly centralised organisation in combination with a decentralised global 

network of local groups and activists (Castells, 1997). 

Strategy 

Arquilla and Ronfeldt (1998b) have argued that the characteristic strategic approach of 

information warfare, enabled by information-intensive networked organisation, is that of 

'swarming' in which small, dispersed and mobile forces come together rapidly to engage with 

an adversary before rapidly dissolving. The ability to continue swarming attacks by 

repeatedly dispersing and coalescing as a series of 'sustainable pulses' becomes the key 

feature of 'swarm networks'. Swarming in social conflict has a long history - Arquilla and 

Ronfeldt (1989b) illustrate this with the example of Marx's description of workers and 

peasants confrontation with state authorities on the streets of Paris in 1848 (Marx 1850; 1959: 

pp. 281-307). More recent reminders of the continuing significance of physical swarming in 

                                                      

1
 International Union of Food,  Agricultural, Hotel, Restaurant, Catering, Tobacco and Allied Workers’ 

Associations. 
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social conflict can be found in the case of protests against the World Bank and IMF in Seattle 

(Financial Times, 1999) and Prague (Anderson, 2000).   

For unions tactics such as the strike, which may be particularly suited to the Fordist modes of 

industrial organisation that are in decline in many parts of the world have proved less 

effective, or at least, less available over recent years. One strategy which has been developed 

for use in industrial disputes by trade unions since the late 1970s has been that of the 

corporate campaign. Primarily in the USA, corporate campaigns have developed the use of 

non-traditional tactics such as boycotts, legal complaints (not restricted solely to industrial 

relations issues, but including for example, product safety), shareholder actions and media 

campaigns. These corporate campaigns do not necessarily replace more traditional forms of 

action, and have been used both to complement more conventional use of strikes, and to 

substitute for them (Jarney & Maranto, 1990). The campaigns have often broadened the attack 

from the narrowly industrial to address wider issues of corporate governance and corporate 

citizenship. These campaigns, sometimes conducted in alliance with other social groups,  

target not just the company with which a union might be in dispute, but also other 

organisations connected to it, such as major shareholders, suppliers and customers (see Jarney 

& Maranto, 1990).  

Arquila & Ronfeldt’s information warfare framework suggests that the corporate campaign 

may prove to be a characteristic strategy for trade unions for two reasons. Firstly, broadening 

the dispute into the public arena makes it an information-intensive battle for ‘hearts and 

minds’. Both sides of the conflict engage in campaigns to control what information is 

available and the meanings that are widely attached to it. Secondly, the approach is network-

oriented both in the attempt to mobilise wider networks of social and governmental/regulatory 

actors (McGuiness, 1996) and in the identification of actors in the corporate adversary’s 

financial, supply-chain or other networks as legitimate targets.  

Terrain and tactics  

The importance of ICTs in social netwar is twofold. Firstly, they provide the communications 

infrastructure by which networked organisation can be sustained particularly at a transnational 

level. Secondly, they constitute a terrain on which aspects of social conflicts are played out. 

Discussion of ICTs and information as terrain is separated here into their related structural 

and procedural aspects (Arquilla & Ronfeldt, 1998a). The structural dimension is concerned 

with ideas and values, and ways in which the Internet and more conventional media provide 

an arena for 'hearts and minds' battles for wider public support. The information processing 
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aspects are seen more directly in discussions of issues such as denial of service and Internet 

security.  

Environmentalists have been particularly adept at exploiting the mainstream electronic and 

paper media to disseminate values and ideas. They have, for example, employed high profile, 

media-friendly, stunts and non-violent direct action to ensure extensive coverage of their 

activities (Castells, 1997; Waterman, 2000), (though Scott & Street (2000) have suggested 

that such actions may have become merely a form of 'managed spectatorship'). 

Environmentalists, human rights activists, consumer groups and others have used the Internet 

to mobilise public support in high profile international campaigns against national 

governments, intergovernmental bodies and transnational corporations. Among the many 

examples of this are support for the Mexican Zapatista rebels in Chiapas (Cleaver, 1998; 

Schultz, 1998), the campaign against the OECD's Multinational Agreement on Investment 

(MAI) (Varney & Brian, 2000), against the military regime in Burma (Bray, 1998; Danitz & 

Strobel, 1999) and campaigns against individual multinational such as Royal Dutch Shell and 

Monsanto  (Bray, 1998). Consequently, there are now companies which specialise in 

monitoring Web sites, news groups or mailing lists for critical materials on client companies 

and in providing the opportunity for ‘rapid rebuttal’ coverage or legal restraints. Some 

companies have attempted to engage campaigners on this terrain by using their own Web sites 

to provide alternative commentaries on contentious issues in which they are involved (Bray, 

1998) 

At the information processing level ICTs, and in particular the Internet, provide both weapons 

and targets in social netwar. ICT systems and infrastructures may be vulnerable to digital and 

or to physical attack (e.g. Boulanger, 1998; Cobb, 1999). The objective of such an attack may 

be the basic denial or disruption of service to an adversary, as for example in the case of 'ping' 

attacks aimed at disabling major internet portal sites early in 2000 (Financial Times, 2000). 

Alternatively, a digital attack may involve gaining illicit access to an adversary's information 

system in order to subvert it. Examples of both of these types of attack are apparent in social 

movement campaigns. Protesters subverted the Nike Web site, redirecting users to a site 

calling for the disruption of a world economic summit in Australia (Richtel, 2000). Following 

the breakdown if the Middle East peace process, both Palestinian and Israeli activists and 

supporters have attempted to disable the other side's Web sites by using widely available 

software to overload a server by bombarding it with email or 'ping' requests (Whitaker, 2000). 

To date, trade unions have made limited use of the Internet either as a terrain or more directly 

as a weapon. Perhaps the most extensive use of the Internet to win public support for an 

industrial dispute has been seen in striking journalists from the Detroit News and the Detroit 
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Free Press, who established an alternative on-line newspaper, the Detroit Journal to help to 

build community support for their strike (Lee, 1997: 82-84). There have also been examples 

of using the Internet and other communications media to protest to companies during 

industrial disputes, as for example in the  UK Communications Workers Union with label-

printers Critchley (Gibbs, 1999). There is little evidence of unions attempting to disable 

corporate information systems outright through covert action, and it would appear that these 

would be unlikely to be adopted widely by unions organised as democratic organisations and 

hence readily open to legal identification and action. However, sabotage by individual 

workers has historically featured in industrial disputes and there is little reason to suppose that 

information systems would be immune. Certainly, computer security analysts have identified 

hostile individual employees as sources of risk to systems. 

Denial of access to ICT infrastructure is, however, a feature of industrial relations. While 

some employers have been willing to negotiate access to their communications infrastructures 

for trade unions, others have sought to restrict access to email for union purposes. In the USA, 

the legality of denying union access to employees through email is currently a matter of some 

debate (Spognardi & Bro, 1998; The Economist, 2000). Elsewhere, it is likely that the law 

will give less protection to employees. For example, in the UK, in the absence of clear legal 

guidelines, over 80% of employers reportedly monitor employee communications 

(Eaglesham, 2001). A potentially wider area of corporate interference with union access to the 

global information infrastructure has also been apparent, through denial of access to particular 

services. For example, in the late 1980s, trade union researchers were denied access to 

selected areas of corporate information database by the major database Dialog (Angus & 

LaPlante, 1987).  More recently, the Internet portal Yahoo! refused to place advertising 

banners in support of the US union SEIU’s campaign to unionise workers at Los Angeles 

International Airport (Rewick, 2000). 

ICEM Cybercampaigns  

The preceding section has sought to explore how concepts of information warfare can 

contribute to an understanding of trade union use of the Internet. The following section 

examines examples of one union organisation's use of the Internet as a campaigning tool. 

ICEM and ICTs 

The ICEM is one of a number of international sectoral federation of national trade unions 

known collectively as International Trade Secretariats (ITS) organising in industries within its 

jurisdiction. Currently over 300 unions in 107 countries, representing almost 20 million 
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worker are affiliated to ICEM. ICEM's international organisation comprises a global 

secretariat, based in Brussels, and regional structures. 

ICEM's founding documents2 make clear its primary focus on building trade unionism as a 

'new power relationship to the real decision networks of the world economy - the 

transnational corporations' (ICEM, 1995). The emphasis is on building a global (as distinct 

from international) unionism that is based primarily on industrial union organisation in the 

rapidly growing multinationals which dominate many of the industrial sectors in which ICEM 

affiliates organise. These themes are developed further in a number of ICEM publications 

(e.g. ICEM, 1999a;1999b). 

ICEM, and some of its predecessor organisations, particularly the International Chemical 

Workers' Federation (ICF) and the International Federation of Chemical, Energy and General 

Workers' Unions (ICEF), have perhaps been among the more alert labour organisations to the 

potential of information and communication technologies over the last 30 years. In 1972, the 

then General Secretary of the ICF was already discussing the use of computerised databases 

to monitor the activities of multinational enterprises and the potential of using the telex 

network to support international education activities (Levinson, 1972). During the early 1980s 

ICEF began to develop its use of commercial electronic databases as research tools when 

responding to affiliates' requests for information about multinational corporations. By the 

early 1990s, the ICEF reported using these databases in response to over 2,000 such requests 

and using email to improve communications with, and information dissemination to, at least 

some affiliates (Catterson 1992). The use of databases and email to collect and disseminate 

information played an important role in the international campaign to end a dispute at an 

aluminium plant in Ravenswood, USA. in which the ICEF played an important role (Herod, 

1995). 

The rapid spread of the Internet during the 1990s further reduced the costs, and increased the 

accessibility, of electronic communications around the world. This has drastically altered the 

potential scope of communications for ICEM. During the 1980s, the growth of email 

primarily meant that organisational communications with national structures of many 

affiliates could be simplified. During the 1990s, particularly in the USA and increasingly 

elsewhere, both local union organisations and individual members gained access to the 

Internet, opening up potential communications between the local and international 

organisations.  

                                                      

2
 ICEM was created in 1995 by the merger of the International Federation of Chemical, Energy and 

General Workers' Unions, and the Mineworkers' International Federation. 
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For ICEM, this changed not only the potential reach of communications, but also the nature. 

Following the launch of their Web site (http://www.icem.org/) in 1996, ICEM have mounted 

a series of ‘cybercampaigns’ or ‘cyberpickets’ using the site to support some of their wider 

campaigns. These cybercampaigns have not only used  the Internet to publicise the campaigns 

to the membership of affiliates and to wider public audiences, but also to engage visitors to 

the Web site directly in the campaigns. Four of these campaigns are discussed below, drawing 

on observation of the Web sites of each campaign, interviews and discussions with ICEM 

staff, and access to internal ICEM documents and correspondence. Overviews of the 

individual campaigns are given below3. 

Table 1: Summary of Major ICEM Cybercampaigns 

Campaign Dates Nature of campaign  
Campaign A: 

Bridgstone-Firestone 

Jun-Dec 

1996 

Support for campaign to reinstate members of United 

Steelworkers of American in five US cities 'permanently 

replaced' during an industrial dispute 

Campaign B: Russia Nov 

1997-

2000 

Support of ICEM Russian affiliates campaigning against 

the non-payment of wages .  

Campaign C: Rio 

Tinto 

1998- Stakeholder campaign against the company's industrial 

relations, human rights, environmental and health and 

safety practices. 

Campaign D: 

Continental Tires 

1999 Support for campaign to reinstate USWA members in 

Continental General Tires plant, Charlotte. 

 

Campaign A: Bridgestone-Firestone Corporation - "Black Flag Firestone" 

The first ICEM cybercampaign was launched in July 1996, to coincide with an 'International 

Day of Outrage' to mark the second anniversary of an ongoing dispute between the ICEM-

affiliated United Steelworkers of America (USWA) and tyre manufacturer the Bridgstone-

Firestone Corporation (BFS). The dispute, initially over pay and conditions, escalated at the 

beginning of 1995 with the company's announcement that it was hiring 'permanent 

replacements4' for striking USWA members. The Web pages were removed in December 

1996, following resolution of the dispute. 

Campaign B: Russia - "Pay us Our Wages!" 

                                                      

3
 These are not the only campaigning uses ICEM made of the Web during this period, but they made 

the most systematic use of the Web over sustained periods of time. 
4
 US labour law allows for the replacement of striking workers in certain circumstances (? Confirm 

this) 
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The second cybercampaign was launched in November 1997, in support of ICEM's Russian 

affiliates' campaign against the non-payment of wages. The Web pages aimed to publicise the 

campaign and to highlight a formal complaint to the International Labour Organization made 

jointly with the International Confederation of Free Trade Unions.  

Although left online, the cybercampaign was effectively mothballed in early 2000 as the non-

payment situation began to improve and campaigning priorities moved on. 

Campaign C: Rio Tinto - "Nowhere to Hide!" 

In February 1998, ICEM launched a campaign to ensure that the mining multinational Rio 

Tinto, would "respect human and trade union rights and adhere to a set of basic standards in 

the field of the environment, occupational health and safety and working condition" (ICEM, 

1998b). The company was targetted because of "the extreme actions of the company in 

seeking to de-unionise its operations and to restrict the bargaining rights of its workers" 

(ICEM, 1997: 0). Alongside the campaigning activities ICEM have also set about building an 

organisational network among those affiliates organising in Rio Tinto-owned companies. In 

early 2001, the Web pages were taken down following the reintroduction of collective 

bargaining in Australian coal mines previously on individual contracts and the beginning of 

discussions on a possible global agreement. 

Campaign D: Continental Tires - "Don't Tread on Us" 

The fourth cybercampaign had particular similarities with the first, in supporting 'permanently 

replaced' workers in the US tyre industry. In September 1998, workers at the Continental 

General Tires plant in Charlotte, North Carolina, voted to support industrial action in response 

to a deteriorating industrial relations situation following the plant's takeover by Germany-

based multinational Continental AG. In the following month, the company elected to 

'permanently replace' the striking USWA members (see Schulten, 1999 for a fuller account of 

the background to the dispute). In June 1999, ICEM launched a global cybercampaign in 

support of the replaced workers (ICEM, 1999) as one of a number moves to globalise the 

campaign and demonstrate support in other Continental-owned plants. The campaign ended in 

October 1999 following agreement of a contract between USWA and Continental General 

Tires and the reinstatement of replaced workers (ICEM, 1999c) 

Key features of campaigns 

The remainder of this section compares key features of the four 'cybercampaigns', starting 

with the nature of the adversary and campaign objectives. Three campaigns (A, C and D) had 
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a clear industrial focus: in two cases (A and D) the campaigns grew directly out of specific 

national disputes. Campaign  C emerged from broader industrial relations difficulties with the 

company, particularly in Australia, but elsewhere also. In this case, the longer-term objective 

has been to open channels of communication with the company and establish norms for union 

activities. Campaign B, while also supporting ICEM affiliates, had a more general and 

political focus, targeting the Russian government and international financial institutions.  

Table 2: Nature of the Campaign 

 Adversary Focus 

Campaign A: 

Bridgestone  

Firestone 

Specific - Multinational enterprise: 

US subsidiary & Japanese parent 

Global support for replaced workers 

Campaign B: 

Russia 

General - international financial 

institutions and Russian government 

Increase awareness of situation of 

Russian workers 

Campaign C: 

Rio Tinto 

Specific - Multinational enterprise Trade union rights; health & safety, 

environmental standards 

Campaign D: 

Continental 

Multinational enterprise: US 

subsidiary & Japanese parent 

Global support for replaced workers 

 

Given the focus of the paper - a single trade union body - the campaigns share many 

organisational features. The actors include ICEM and typically officers at national and local 

levels of affiliated unions. In cases A and D, with their primary emphasis on a specific local  

dispute, and relatively limited duration, the networks established through international 

meetings, speakers tours and use of  communications technologies have not (at least yet) 

developed into more established networks. In one case (Campaign C) the campaign has been 

closely associated with the establishment of a more formal network, co-ordinated by ICEM, 

of affiliated unions organising in the company. Campaign C also aimed to mobilise wider 

constituencies including environmentalists, indigenous peoples' groups and most particularly, 

company shareholders in support of some union demands. In Campaign B, ICEM worked at 

an international level with the ICFTU and researchers in the UK and Russia to raise the 

situation of Russian workers in the ILO, bringing a case against the Russian government.  

Tactics: Campaign & Cybercampaign 

Traditional forms of industrial action were a component of all campaigns. Campaigns A and 

D both aimed to globalise what were initially local disputes by publicity, protest and 

solidarity action. Alongside other media events and stunts, both cybercampaigns contributed 

to publicising the campaigns and offered opportunities for visitors to the Web sites to register 

protests with the companies involved. Strikes and lock-out were at the centre of both 

campaigns and in Campaign A, in particular, solidarity demonstrations were reported in 
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plants in six countries included work stoppages during an international 'Week of Outrage' in 

July 1996.  

Campaign B addressed the wider issue of non-payment of wages in Russia, in particular 

seeking to raise the profile of the issue outside Russia. Consequently the web site had a much 

greater informational content. While the cybercampaign was less directly linked to the 

protests against non-payment, it did not exist in isolation from them. Campaign C was not tied 

to a specific industrial dispute, although locally-initiated industrial action occurred during the 

campaign at company-owned facilities, particularly in Australia and Indonesia, and the Web 

site publicised these. As part of the campaign, an international week of action was held in 

July 2000 with protest actions reported in a total of eleven countries, including 24 hour strike 

actions in Australia.  

All three of the industrially-focussed cybercampaigns (A, C & D) adopted corporate-

campaign style approaches to identifying the adversary, broadening the campaign beyond the 

company directly involved to include variously shareholders, bankers, suppliers, distributors, 

regulatory bodies, politicians and diplomats. Campaign C in particular sought to draw 

attention to wider issues than simply the company's approach to industrial relations, including  

health and safety, indigenous peoples' rights and environmental issues (ICEM, 1997; 1998). 

The focus on shareholders extended to submitting two resolutions to the company's 2000 

AGMs in Australia and the UK, including a motion to commit the company to complying 

with a range of ILO resolutions (Taylor, 2000). 

Use of the Internet 

Campaign A, the first of the cybercampaigns set the general tone for those that followed. The 

Web pages carried background information about the campaign and contact details for the 

company and as third parties such as shareholders, investors and high-profile companies 

stocking or using tyres made by BFS. Where possible, these included email addresses with 

the invitation to send protest email messages, with graphic file attachments. Perhaps because 

of the novelty of the cybercampaign technique, the Web site itself became a 'hook' on which 

several major media outlets hung high-profile pieces covering both the dispute and trade 

union use of the Internet (e.g.  Financial Times 1996; Arsenault, 1996.). The web pages for 

Campaign C included detailed briefings and background information about the company 

(including two 'Stakeholder reports' produced for company AGMs), links to relevant sites, 

and invitations to send messages of protest to the company, associated companies and 

governments. A second 'Coalition of Rio Tinto Shareholders' web site was established in 

2000, co-sponsored by ICEM aimed particularly at winning support for the proposals 
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submitted to the AGM. As with the earlier campaigns. the Campaign D pages allowed 

supporters to protest electronically to both the subsidiary involved directly in the dispute and 

to the parent company, this time including 'e-postcard' images. Images available to be sent to 

the US subsidiary illustrated the extent of global support while those to the German-based 

parent emphasised the very different approach to industrial relations apparent in the US, in 

comparison with that in Germany. The cybercampaign also sought to politicise the campaign 

by highlighting possible links between German politicians and the parent company, and 

encouraging email protests to German ministers and the Labor Counsellor at the German 

Embassy in Washington. This campaign also included more direct contributions from the 

replaced workers themselves, for example in an audio file containing an introduction to the 

dispute by the President of the USWA Local involved. 

Table 3: Campaign and Cybercampaign 

 Campaign Cybercampaign 

Campaign A: 

Bridgestone  

Firestone 

Picketing plant. International 

solidarity through solidarity 

actions in 8 countries. 

Campaign news 

Protest messages to company, investors, 

bankers, customers, retailers and 

suppliers 

Campaign B: 

Russia 

Extensive stoppages and 

demonstrations by affiliated 

unions in Russia 

Joint ICEM/ICFTU case 

presented to the ILO; 

 

Extensive information on ongoing 

situation; 

Protest messages international financial 

and other institutions, Russian national 

and local government, multinational 

corporations  

Solidarity messages to Russian affiliates  

Campaign C: 

Rio Tinto 

Industrial disputes (Australia)  

Publicity campaign 

Shareholder campaign centring 

on AGM 

Campaign news 

Protest messages to Rio Tinto and 

related companies 

Publicity for shareholder campaign 

Campaign D: 

Continental 

Picketing plant.  

International support rallied 

through speaking tours. 

Protests by ICEM affiliates in  

Germany, South Africa and 

Australia. 

Protest message to company, German 

politicians, German Embassy in USA. 

 

 

The Campaign B pages similarly included protest links, this time primarily to email addresses 

and web sites of the Russian government and intergovernmental financial institutions. The 

Web pages had a greater informational component than the industrial campaigns. They 

provided detailed background information and briefings on the developing economic and 

political situation in Russia, with a strong emphasis on the protests of Russian trade unions 

(derived both from first-hand reports from affiliates and from international newswires and 

news databases). As with the other campaigns, the pages invited visitors to send protest 
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messages, this time to national and international institutions involved in or influencing 

Russian economic policy. Given the emphasis on providing information to an international 

audience, the pages were predominantly in English though some were also available in 

Russian. The site attracted substantial interest from academics, business people and labour 

activists with an interest in Russia. The campaign attained a greater profile on the Internet 

with prominent links from major sites with an interest in Russia, as well as recommendations 

and listings in Russian sections of Web directories such as 'Excite' and 'Yahoo!', and the Web 

sites of conventional media organisations. Numbers of visitors to the campaign pages showed 

substantial increases during high-profile activities in Russia such as the national Day of 

Action by Russian trade unions on October 7, 1998 and the campaign pages continued to 

attract substantial traffic into early 2000.  

Hearts & Minds vs. Denial of Service 

For ICEM the cybercampaigns have primarily been 'hearts and minds' operations (primarily 

addressing structural rather processing informational aspects, in Arqilla & Ronfeldt's terms) 

seeking to use the web to raise the profile of the various disputes both directly and indirectly. 

They have gone beyond simply disseminating information, to provide mechanisms for 

supporters to register support for the campaign. The opportunities to send protest messages 

were not, however, intended primarily to disrupt adversaries' information systems - rather 

they aimed to give a way for passive readers of the pages to become more active participants 

in the campaigns. An internal secretariat report emphasised this as follows: "The interactive 

nature of the technology lends itself perfectly to changing readers into concerned observers 

and then into active participants". However, the cybercampaigns do appear to have had an 

impact on the availability of adversary's service in at least two cases. In the first case 

(Campaign A), despite claiming that they had received relatively few protest messages, the 

company were reported as having established a parallel email system as a contingency 

(Arsenault, 1996). In Campaign D, internal mailing lists, the addresses of which had been 

known to ICEM were either removed, or had access controlled, shortly after their publication 

on the campaign Web sites.  

In the three industrial campaigns, the companies' use of the Internet also appear to have 

developed. In Campaign A, the company made no online response. In Campaign C, the 

company, which has also been the target of environmental and other criticism, contains 

general statements on environment, community relations and human rights (e.g. Rio Tinto, 

2000) but does not acknowledge or respond to specific claims. In Campaign D, the parent 
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company established web pages5 to counter the ICEM/USWA case directly. These pages 

included a chronology of the dispute, a point by point response to the USWA allegations, 

press releases and links to press coverage. As well as hyperlinks to Continental sites in the 

USA and Germany, these pages included links directly to the ICEM campaign pages and to 

the North Carolina Department of Labor. The company informed ICEM of the link to the 

cybercampaign, and asked for a reciprocal link to the company's pages about the dispute. 

Continental AG, in effect, elected to respond in kind to the cybercampaign engaging the 

unions directly in the information netwar. As others have suggested (e.g. Bray, 1998) this 

may indicate an increasingly sophisticated response to such cybercampaigns by companies. 

Table 4: Company responses 

 "Hearts & Minds" Disruption of service 

Bridgestone  

Firestone 

None Company implement alternative 

email system as contingency 

(Arsenault, 1996) 

Russia N/a None reported 

Rio Tinto No explicit response None reported 

Continental Company established 'counter-

campaign' Web pages. 

Company denied access to some 

internal email/mailing list addresses 

advertised on the cybercampaign. 

Discussion  

This paper has applied some of the concepts of information warfare - particularly as 

developed in Arquilla and Ronfeldt's (1998a, 1998b) framework to industrial conflict in 

general, and to the example of Web-based cybercampaigning as carried out by the ICEM in 

particular.  

These cybercampaigns have been conducted as adjuncts to other forms of campaigning: in 

two cases as a part of moves to globalise more 'traditional' industrial disputes in the US tyre 

industry; and in the case of the Rio Tinto campaign , the cybercampaign has formed a part of 

a wider corporate campaign including the initiation of shareholder action and building links 

with other social movement or civil society activists. The campaigns have not sought 

primarily to degrade the service of adversaries, though in two cases this appears to have led to 

minor disruption of service as a by-product of the cybercampaigns. However, the largely 

symbolic identification of routes in to the company via email addresses and Web sites is one 

way of taking advantage of companies' growing use of the Web to strengthen links with 

                                                      

5 http://headlines.net/generaltire/emenu.htm viewed 20 Sept 1999. 
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communities of customers. Each point of openness - request for feedback, contact address or 

link to related company - provides a possible entry point for protesters.  

Perhaps more important than the use of the Web as a terrain are the relation of ICTs to union 

organisation. ICT  and cheap travel have enabled more effective co-ordination of networked 

'real world' responses in at least two of the campaigns, where speaking tours have built 

support among unions international for those unions direct involved in conflict. Ultimately, in 

the two campaigns (A&D) which have reached clear-cut resolution, the local demonstrations 

and pickets and demonstrations of wider trade union support appear to have been much more 

significant than the cybercampaigns. The cybercampaigns are perhaps better seen as a 

relatively low-cost form of corporate campaigning, raising the profile of a dispute particularly 

among Internet-using labour activists and in some cases also the mainstream media. These 

disputes did to some extent exhibit physical and virtual 'swarming' behaviour as distributed 

actors came together to act during the dispute, without forming a specific and enduring 

organisational structure.  

The cybercampaigns examined here have all sought to broaden the campaigns, in two ways. 

Firstly, they have sought to globalise the disputes. One particular feature of the two tyre-

industry cybercampaigns was their highlighting of differences in the treatment of workers in 

foreign subsidiaries and in the 'home' countries of the parent multinationals (Japan and 

Germany in these cases) - a tactic to which the Internet, as an increasingly global medium 

may be particularly well suited. Secondly, and in common with many corporate campaigns, 

they have identified actors in the immediate adversary's networks as being legitimate targets 

for protest.  

Conclusions 

We may expect to see such campaigning techniques used increasingly in both national and 

transnational industrial disputes. ICEM affiliates are now developing their own use of such 

techniques
 
and the Union Network International (perhaps the most 'new economy' ITS in the 

nature of the workers it represents), for example, sees the use of the Internet in organising in 

general, and development of  'e-campaigns' in particular, as future priority areas (UNI, 2000).  

The information warfare framework used has provided a valuable framework for examining 

international labour campaigning in general and the use of ICT in particular. In both the 

general discussion and the particular case studies it has highlighted the role of the network as 

an organisational form and 'swarming' - both virtual and physical - as tactics in conflict 

situations. 
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It highlights a number of areas which will benefit from future research, in particular the 

conception of the Internet as a terrain for social conflict. In the industrial relations setting, this 

includes collective bargaining and workplace ICT access and union use of ICT in the 

organisation and preparation of industrial disputes. 
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